INTRODUCTION
Power line communications (PLC) technology enables utilities to deploy a communications network over existing power line infrastructures [1] , as shown in Fig. 1 . The backhaul data network is used to interconnect the power line last mile to the communications backbone. Many utilities have already installed fiber optic cables with excess capacity, which can serve as the communications backbone or backhaul data network for PLC. These or other leased highspeed data links from third-party telecommunications service providers will be used to link the PLC communications system to the global data and voice networks. This same backhaul data network can provide monitoring of the substation and voice communications to field personnel.
The descriptions provided in this article of the devices utilized and the approaches taken to address problems are just examples of one way to implement a PLC system. There are several utilities in the United States working with PLC technology companies implementing different PLC solutions and conducting other field trials. The PLC system described in this article is not the only system implemented, but serves as a clear detailed example of a PLC architecture that has been tested.
An important goal of the trial was to demonstrate that the PLC network could be a generalpurpose communications network utilizing IP as the network protocol. This is accomplished in this field trial by demonstrating applications that fall into three main categories: consumer (Internet access and videoconferencing), municipal or communal (traffic and environmental monitoring), and utility (automatic meter reading, load management, system monitoring, and outage reporting) applications.
This article begins with a description of the components and architecture utilized to implement the PLC network followed by the specifics of the electrical distribution system on which the PLC network is deployed. Finally, some network performance results are presented.
SYSTEM COMPONENTS
As with most high-speed data communications technologies, PLC requires the use of routers, switches, and repeaters to provide a segmentation of the network that is consistent with the bandwidth, number of users, and services provided. The data communications network overlays the utility distribution networks. This requires a number of intermediate network devices positioned at the substation (S-Node), mid-span as repeaters (R-Node), at the distribution transformer (X-Node), and in the home in the form of customer premises equipment or gateway (GW-Node).
SUBSTATION S-NODE
The S-Node is utilized to connect the PLC network to the backhaul networks; that is, the Internet, the public switched telephone network (PSTN), and others. Typically, it would be installed at the medium-voltage (MV) substations where multiple MV distribution lines are 
TRANSFORMER X-NODE
The transformer X-Node can function to transfer data between MV and low-voltage (LV) lines and/or serve as a repeater along the MV line. The X-Node is modular in construction and housed in a suitable enclosure that can be placed in the external environment and exposed to the elements. Through the addition of a card, the XNode can provide repeating functionality at a small incremental cost.
GATEWAY GW-NODE
The PLC network connection is provided at the customer premise with the GW-Node. This node contains a PLC interface, which connects to an outlet inside the home through a standard electrical plug to the LV line, and is modular in construction to allow a variety of other interfaces for in-home services, such as support for an inhome data network or telephony services with standard analog telephone ports. The modular nature of the GW-Node can support in-home networks such as wireless, HomePlug (in-home PLC), or HomePNA (data over in-home phone wires) [2] .
The system is designed to permit sequential installations and expansions corresponding to actual customer demand. For instance, when the network is first deployed and the density of subscribers is low, it may be more cost effective to "bridge" network segments at specific points in the utility network. As the number of subscribers increases, network switches and/or routers can be utilized to maintain or maximize bandwidth available to each subscriber. To maintain bandwidth at higher subscriber densities, additional backhaul connectivity points may be utilized.
The PLC network devices support Simple Network Management Protocol (SNMP) [3] and other services, such as enabling network monitoring systems to gather statistics on data rates. Monitoring of specific utility devices and conditions can also be incorporated into the network devices.
The system components support other capabilities such as traffic prioritization, bandwidth allocation, quality of service (QoS), and virtual LANs (VLANs) (802.1Q) [4] .
PLC MODEMS
The modems in the PLC network utilize orthogonal frequency-division multiplexing (OFDM), a technique that has proven to be very useful against frequency selective channels and impulse noise [5] , and been successfully applied in wireless and digital subscriber line (DSL) environments [6] . Single-carrier modulation would also be an attractive and cheap solution, although some results tend to indicate that the complexity increase needed for OFDM transceivers is compensated for by better performance [7] . The frequency band utilized ranges from 2.46 MHz to 38 MHz. The modems also provide physical and link layer encryption for data security. 
TRANSFORMER BYPASS PATH
PLC system design utilized in this trial bypassed the distribution transformer to deliver the signal to the customer premises. Distribution transformers significantly attenuate a majority of the spectrum of RF utilized for PLC. Therefore, one approach is to create a path for the RF signal to go around or bypass the distribution transformer. However, it is imperative that this path be limited to only the PLC RF signal and not 60 Hz power (see, e.g., the considerations in [8] ). The advantages of this transformer bypass path are its low cost and ease of installation and maintenance, and that it will not degrade the overall reliability of the electric distribution system. The transformer bypass path, as shown in Fig. 2 , is composed of an MV inductive coupler, a transformer X-Node, and an LV coupler. The LV coupler may be inductive or capacitive depending on the distribution system topology and other factors. Each of these devices is discussed in further detail below.
The MV coupler utilized in the trial is similar to a single turn current transformer where the MV line is one winding and the signal wire is the other winding. The coupler consists of ferrite cores mounted in an insulated cylinder. The secondary wire insulation is made of high dielectric strength material. The coupler is connected to grounded bodies at the bottom of a long leakage path insulator.
The cylindrical housing of the coupler is split and hinged to enable it to be clamped on the
The MV coupler has been tested and qualified for installation on MV lines up to 15 kV class. It has a frequency response suitable for coupling high-speed communication signals in the range of 2-50 MHz.
The MV coupler is designed to be installed utilizing either of the two common installation practices: line crews with gloved hands or with a hot-stick. The coupler's clamshell design also allows it to be installed on an energized line, thus simplifying installation and minimizing installation time. The transformer X-Node is mounted within the communications space on the pole and powered by tapping the 120 V secondary circuit. An optional rechargeable battery backup power supply capable of several hours of operation could also be installed.
The LV inductive coupler is also a clamshell design and is merely strapped closed. As noted earlier, LV capacitive couplers were also utilized where performance was deemed better.
THE TRIAL
The circuit on which the PLC equipment has been installed is a 4 kV feeder, as shown in Fig. 3 , in New York. The circuit provides power to a diversified customer base ranging in type from residential to medium industrial. The transformers on the feeder range in size from 37.5 KVA single phase to 225 KVA 3-phase and supply a combined 3575 KVA capacity to approximately 350 customers, including eight underground residential distribution (URD) transformers. The feeder utilizes primarily three-conductor 477 CM and 2/0 aluminum wires for its main run. The end-to-end network spans a distance of approximately 1 mi between the farthest points on the MV line, and includes connectivity to branches in between. As currently constituted, the PLC network spans over 1.5 cable mi between the four premises connected.
A system survey and measurement process was conducted prior to installation of equipment. Background noise on the line, attenuation, and other characteristics of the distribution line were collected in the survey process. From this data, an initial deployment plan was developed for the locations of equipment and expected performance levels.
The data gathered in the line characterization phase indicated the need for a repeater to provide connectivity to the various locations. Hence, the X-Node at location D is utilized in this configuration as a repeater on the MV lines. The need for repeaters in general depends heavily on the topology (number of branches, etc.) of the distribution circuit rather than the distance alone. With further testing, it may be possible in the future to construct a simple formula that determines the need for repeaters based on the number of branches and distance.
The current PLC equipment deployment shown passes approximately 150 of the 350 customers served on this circuit. An SNMP-based management system was utilized to monitor the PLC network. This monitoring system has confirmed that the PLC system and its components can provide the potential to gather information on the state and condition of the distribution circuit.
Location A -Location A is a private residence located on a spur a total distance of 0.6 mi from the substation. In order for a signal to reach this location, it must transverse a set of solid blade air type switches on the MV lines, as well as a 100 A cutout fuse located at the origin of the spur. The spur is constructed of 1/0 aluminum cable, and consists of all three phases. Location A is fed from a singlephase transformer, tapped off of C-phase and serves eight other homes. It should be noted that PLC signals are pulsing through the outlets at these other homes and providing connectivity to them required only the addition of a GW-Node (PLC modem) to their personal computer.
Location B -The purpose of Location B is to show the capabilities of PLC for more than one user. We currently run two sets of equipment from the same LV or secondary lines, and can apply this model to the idea of monitoring more than one site from a single X-Node. This transformer serves seven homes. This location is on a different spur than location A, and is equipped with a 40 A cutout fuse located at the origin of the spur. The site is at a distance of 0.8 mi from the substation.
Location C -Location C utilizes only MV distribution lines for PLC and is approximately 1 mi from the substation. A variety of equipment was connected to this node, such as a traffic monitoring camera capable of streaming video, and air quality and radiation monitors.
Municipal Building -The secondary network or LV line was also utilized to demonstrate power line communications to a municipal building located on the same spur as the substation. This application involved coupling around two three-phase transformers, 150 and 225 kVA, respectively, and a distance of 225 ft from the substation. At this location, through an LV-to-LV service, a total throughput bandwidth of 7.7 Mb/s was obtained, demonstrating the capabilities of an entire LV system.
NETWORK PERFORMANCE
Since the data rate that is of most interest, especially to the users of the network, is the actual throughput rates available to the user at their station, the performance of the trial network was measured by performing file transfers utilizing File Transfer Protocol (FTP). Throughput rates from 10 to 16 Mb/s have been achieved over the MV lines. End-to-end throughput rates on the network, the rates that could be provided to consumer premises, range from 3 to 7 Mb/s. PLC, like cable or T1, is a shared medium, and therefore performance will be affected by the number of users and types of applications on the network. 
SUMMARY
The technical feasibility of a PLC system on a preexisting distribution circuit spanning over a mile while delivering high throughput data rates has been demonstrated. Reliability and safety are demonstrated with the continued operation of the PLC network for more than ten months spanning three seasons, including a hot summer with lightning storms. Throughout this time, the network has been monitored through an SNMPbased network management application. 
